
WHAT WILL IT TAKE 
TO BREAK YOU?

Is your organisation’s operational  
resilience up to scratch?

paconsulting.com/operationalresilience 



2 GOVERNMENT AND REGULATORS ARE HANDS-ON WITH OPERATIONAL RESILIENCE

Government and 
regulators are  
hands-on with 
operational resilience 

In the modern world, service outages, 
cyber-attacks, data loss and other 
incidents play out on both mainstream 
and social media, eroding customer 
trust. Reports suggest major UK banks 
lost 80,000 customers following  
IT challenges in 2018.
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Operational resilience is the ability 
of firms, FMIs and the sector as a whole 
to prevent, respond to and recover and 
learn from operational disruptions.
Bank of England, FCA and PRA

Such incidents are making the Government and 
regulators sit up and take notice. The Treasury 
Select Committee has launched an inquiry into  
IT outages in the financial sector. And the Bank  
of England, Prudential Regulation Authority 
(PRA) and Financial Conduct Authority (FCA) 
published a joint paper titled Building the UK 
financial sector’s operational resilience. 

With those at the top driving a renewed focus on 
keeping the financial sector running smoothly, it’s 
time to ask yourself whether your organisation’s 
operational resilience is up to scratch.
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Do you take an 
integrated approach to 
operational resilience? 

Operational resilience needs to go beyond 
business continuity plans. Business leaders must 
recognise that assessing risks in isolation isn’t 
enough – there’s a critical need to understand  
the cumulative impact. 

Three key areas to assess are:

1. cybersecurity

2. third-party management

3. change management

Regulators will look for more than traditional 
response plans. Organisations will need to 
demonstrate a more integrated approach with 
proactive monitoring, levels of redundancy  
and a culture of testing and readiness.



 5 ARE YOUR LEADERS HANDS-ON?

Are your leaders  
hands-on? 

Considering the potentially severe consequences 
of poor operational resilience, regulators 
expect boards and executives to assume 
direct responsibility. The Prudential Regulation 
Authority’s Senior Managers and Certification 
Regime says operational resilience, cybersecurity 
and operational continuity all need a Senior 
Management Function (SMF) responsible 
for SMF24. 

So, boards and senior management should:

• agree and set clear operational  
resilience standards

• identify critical systems and processes 

• understand resilience levels and set  
impact tolerances 

• put in place the appropriate oversight to be 
confident activities are being carried out

• develop an effective internal control 
framework for prioritisation, internal reporting 
and escalation

• oversee any activities outsourced to third-
parties, such as cloud service providers.



6 DO YOU HAVE THE RIGHT PEOPLE, ARRANGEMENTS AND TRAINING IN PLACE?

Do you have the right 
people, arrangements 
and training in place? 

Operational resilience will present a people 
challenge. A FCA survey showed boards and 
management committees have varying levels  
of understanding of how weak cybersecurity 
could impact services and harm customers.  
So, what training or support does your firm  
need to strengthen capabilities at all levels?

The FCA survey highlighted the need for:

• a specific cyber strategy

• a proportionate cyber risk framework 

• an incident response plan that accounts  
for non-technical consequences.



CONTACT US:

ADAM STRINGER 
Operational resilience expert

+44 207 333 5971 
adam.stringer@paconsulting.com

SUNDEEP GUPTA 
Operational resilience expert

+44 207 333 5889 
sundeep.gupta@paconsulting.com

How we can support you 

We test how your governance, strategy and operations 
stand up against leading operational resilience expectations 
and set a clear path for improvement. We can:

• run thorough business impact analyses that go beyond  
being simple hygiene exercises 

• explore how process failure would affect your business  
and create comprehensive continuity plans

• establish regular, tailored and specific scenario testing activities 

• deliver training and coaching to C-Suite executives and  
business leaders 

• review and deliver enhanced controls to show regulators how  
the firm has improved operational resilience

• develop reporting dashboards and communication arrangements

• ensure you take an integrated approach to tackling cybersecurity, 
third-party management and change management.
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Corporate headquarters

10 Bressenden Place 
London SW1E 5DN 
United Kingdom 
+44 20 7730 9000

paconsulting.com

This document has been prepared 
by PA. The contents of this 
document do not constitute 
any form of commitment or 
recommendation on the part of PA 
at the date of their preparation.

©  PA Knowledge Limited 2018.  
All rights reserved.

No part of this documentation may 
be reproduced, stored in a retrieval 
system, or transmitted in any 
form or by any means, electronic, 
mechanical, photocopying or 
otherwise without the written 
permission of PA Consulting Group.

About PA.

An innovation and transformation consultancy,  
we believe in the power of ingenuity to build a  
positive human future in a technology-driven world. 

As strategies, technologies and innovation collide, 
we turn complexity into opportunity. 

Our diverse teams of experts combine innovative 
thinking and breakthrough technologies to progress 
further, faster. Our clients adapt and transform, 
and together we achieve enduring results.

We are over 2,600 specialists in consumer, defence 
and security, energy and utilities, financial services, 
government, healthcare, life sciences, manufacturing, 
and transport, travel and logistics. And we operate 
globally from offices across the Americas, Europe, 
the Nordics and the Gulf. 

PA. Bringing Ingenuity to Life.


